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ITACS HELPS CONNECT TRAINERS AND 
FIRST-RESPONDERS AT RELIEF EVENT 
ITACS lent a helping hand to the Federal 
Emergency Management Agency (FEMA) 
during a recent multi-agency event in Central 
California. 
 
FEMA’s Technical Business Division in 
Washington, D.C. needed to remotely connect 
for a training session held during the May 6 - 9 
Research and Experimentation for Local and 
International Emergency and First Responders 
(RELIEF) event at Camp Roberts.  
 
The Information Dominance Center of 
Excellence (IDCE) at NPS approached ITACS' 
Audio Visual team for assistance. By utilizing 
Cisco's streaming Jabber Video account 
connection and a webcam, the video 
teleconference was able to go forward from an 
on-site computer. The recently acquired Cisco 
Video Communications Server and 
Telepresence Management Suite made the 
solution possible. 
 
Following the event, Vic Therou of IDCE sent 
an email stating that the FEMA technical 
division instructors were able to “train an all-
volunteer FEMA group to use and update a 
multitude of data collection devices that are 
critical to situational awareness for first 
responders and affected populations in disaster 
situations…having access to this capability is a 
big win, especially in a field environment that 
has to connect back to a government controlled 
network.” 
 
According to the group’s website:  RELIEF 
brings “humanitarian practitioners, technology 
developers, federal civilians, and active duty 
military personnel together for hands-on 
collaboration,” in an effort to “address the most 
complex challenges identified by those most 
directly engaged in disaster relief.” 
 
OUTREACH AND PARTNERSHIP 
Academic Department Meetings - Dr. Haska 
completed meeting with all academic departments 
this month.  The purpose of her attending 
department meetings was to update faculty about 
the upcoming Cybersecurity Inspection and to enlist 
their assistance in completion of Cybersecurity 
training by June 30, 2013.  Meetings in May 
included the Center for Civilian-Military Relations, 
Center for Homeland Defense & Security, 
Department of Computer Science and the 
Department of Operations Research. 
 
Monterey Bay Crescent Ocean Research 
Consortium meeting:  Dr. Jeff Paduan, Dean of 
Research, asked Dr. Haska to provide an overview 
of current regional IT cooperation.  The annual 
MBCORC meeting was held at MBARI on May 1 
and included higher education institutions, as well 
as ocean-related research institutions and 
organizations. 
 
President of CENIC, (Corporation of Education 
Network Initiatives in California), Mr. Louis Fox, 
visited NPS to meet with Dr. Haska and Mr. 
LoPiccolo regarding recent developments with the  
California Telehealth Network and new upgrades to 
CalREN.  
 
MOOC Exploratory Committee – Dr. Haska 
established the Massive Open Online Course 
(MOOC) Exploratory Committee in order to assess 
MOOC readiness at NPS and to provide advice 
about possible technology directions to better 
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position NPS for future distance education 
initiatives. 
 
Microsoft Meeting - Dr. Haska and Mr. Joe 
LoPiccolo met with Mr. Randy Garcia and Mr. 
Roger Podwoski, both Navy sales 
representatives, on May 10 to explore various 
Microsoft Navy programs.  
 
Visit of Mr. Michael Midkiff and Dr. Jon Knolle 
of MPC – Mr. Joe LoPiccolo presented an 
ITACS briefing to the CIO and Educational 
Technologies Director from MPC on May 23. 
This effort was to share technology roadmaps. 
 
CSI UPDATE -  MAY 2013 
A routine Department of Navy (DON) 
Cybersecurity Inspection (CSI) of NPS is 
scheduled for the week of September 9 – 13, 
2013. The Fleet Cyber Command, Office of 
Compliance and Assessment (OCA) is to 
conduct the inspection of both our secret and 
unclassified education networks. ITACS' 
principal focus during the remaining weeks 
leading up to the inspection is to secure all 
network connected servers and workstations 
from vulnerabilities.  They will ensure that each 
device is implemented with the proper anti-virus 
definitions and security features necessary to 
minimize security threats. 
 
Most devices on the network are managed by 
ITACS; however, there are some personally 
owned, non-ITACS managed devices that will 
require network compliance. ITACS is 
systematically scanning the network and 
identifying non-ITACS managed devices.  
Owners of those devices will be contacted and 
provided options on ways to successfully 
manage their equipment and bring it up to 
compliance with NPS' normal operating posture.  
If you have questions or concerns, please contact 
the ITACS CSI point of contact: Don Free, 
dsfree@nps.edu, 656-7921 
 
NPS  .EDU NETWORK ASSESSMENT AND 
AUTHORIZATION 
NPS is currently undergoing a periodic re-
assessment and authorization of the Education 
Research Network (ERN) Authorization to Operate 
(ATO), due to expire June 2013. The assessment is 
largely invisible to the campus populous, however 
retaining an ATO is essential for NPS to remain a 
.edu network. The review assesses the security 
controls of information systems inside the 
accreditation boundary as well as evaluates current 
processes and procedures used to manage 
Information Technology (IT) assets. This process is 
happening in conjunction with the preparation for 
the Cybersecurity Inspection (CSI) occurring 
September 2013. ITACS is leveraging CSI 
preparation work during this re-assessment. 
 
 
NPS PARTICIPATES IN NAVAL WAR 
COLLEGE SIMULATION GAME 
Naval Postgraduate School (NPS) recently 
participated in an Offensive Undersea Warfare 
game, a weeklong virtual war put on by the Naval 
War College (NWC) that required technical support 
from the Systems Technology Battle Lab. The game 
enlisted 12 student representatives from curricula 
that defined every facet of Navy warfare discipline 
taught at NPS, as well as 4 faculty members from 
the identified departments. Students remotely 
interacted with NWC participants in real time 
around their various academic schedules, ensuring 
that neither the participants' studies nor the game 
were disrupted. The success of the game was due in 
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part to the Systems Technology Battle Lab 
which ensured flexible playtime schedules were 
provided for each student.  This received high 
praise from the VADM Samuel L. Gravely, Jr. 
Naval Warfare Research Group: 
 
Your (NPS) fresh operational experience 
combined with the education you are receiving 
at NPS ensured a uniquely technical and more 
analytical perspective than what more “senior” 
teams normally provide.  Because of your 
outstanding performance you will most certainly 
be invited to participate in future distributed 
games.  Thank you for helping shape the Navy’s 
future! 
 
COLLABORATIVE VIDEO STREAMING 
An internal, live stream of the Spring General 
Faculty Meeting on the 9th of May was 
provided by the Audio Visual Team. The live 
stream assisted faculty members who were 
unable to attend the event physically, while 
making it only available to NPS users. The team 
created a wiki space viewable only to 
authenticated users for internal streaming events 
appropriately titled "Internal Video Portal". The 
wiki enables secure viewing of content without 
having to connect to the ERN network, allowing 
users with limited connectivity to simply login 
with their NPS credentials. 
 
Viewers of the live stream found the 
collaboration features helpful, as they were able 
to ask questions to RDML Tighe and Provost 
Moses via the comment section of the page in 
which the stream was housed. Professor 
Huffmire was able to review the comments 
coming in and pose the questions to the speakers 
during the event, further allowing online 
viewers to actively participate during the session. 
 
The new Internal Video Portal solution was a 
success and allowed 28 faculty members to attend 
the event remotely, as well as provided a way for 
users to review the recorded session at a later date. 
If you missed the Spring General Faculty Meeting, 








DIGITAL SIGNATURES AND ENCRYPTION 
 
Why digitally signing an email is important 
Digitally signing a message is not the same as 
including a signature in outgoing messages. The 
digital signature includes your CAC certificate, 
proving to the recipient that only you have signed 
the contents of the message via digital 
authentication, demonstrating that the integrity of 
the content is intact and has not been altered in 
transit by an imposter. 
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How to digitally sign or encrypt an email 
message 
    A digitally signed and/or encrypted message 
can be sent to a recipient via Microsoft Outlook 
2007/2010/2013 for Windows and Outlook 
2011 or Mac Mail for Apple iOS operating 
systems.  
 
    This can be done via what is called the 
"handshake method,” where a contact sends you 
a digitally signed email and you can then save 
their information and certificate to your 
contact's list. If you need to encrypt a message, 
but do not have the recipient's certificate, you 
can download the certificate from the JEDS 




    You can also digitally sign emails from the 
NPS Outlook Web Access (OWA) system 
(https://webmail.nps.edu). This method requires 
using Internet Explorer 7 or above, as other 
browsers are incompatible. You will also need 
to have the S/MIME control for OWA installed 




Instructions for configuring your mail client 
to digitally sign and encrypting email can be 
found here: 








We encourage all users to publish your certificates 
to the Global Address List (GAL). This makes it 
easier for other individuals on campus to send you 
encrypted email. If someone has published their 
certificates to the GAL then you should be able to 
send them encrypted email. Click here for 




TAC STATISTICS   
    For the month of May 2013, the Technology 
Assistance Center (TAC) received 4,048 requests 
for assistance, 3,211 of which were resolved by the 
Tier 1/Tier 2 areas. The remaining 837 requests 
were escalated to groups outside of TAC for 
specialized assistance. Overall, there has been a 
14% decrease in requests for assistance compared to 
the month of May 2012.  Requests for assistance 
were categorized as follows: 
 
Phone:    2,046 
E-Mail:   1,658 
Walk-in: 329 
Web:       0 
Technician:  15 
 
    This month, 90% of all calls were resolved within 
the Service Level Agreement (SLA). Those that 
were carried over are awaiting parts or pending 
information from customers. 
 
 
 
 
 
